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_ieberLieber Software:
Modelling brings more
safety

The EU research project VALUSS aims to reduce the development effort of
automated systems with regard to safety, cyber security and data protection
requirements (Safety & Security). For this purpose, 41 partners from 10
countries worked closely together over the past three years. LieberLieber was
able to convince all partners of the advantages of modelling with Enterprise
Architect and was significantly involved in the development of a new modelling
language.

Vienna/Kaiserslautern — Dr. Thomas Bauer from the Fraun-
hofer Institute for Experimental Software Engineering IESE in
Kaiserslautern was already familiar with Enterprise Architect
before joining the EU research project VALU3S and his posi-
tive opinion was reinforced during the project: ,,Bob Hruska
and Robert Sicher from LieberLieber gave all project part-
ners a very good introduction to modelling with Enterprise
Architect and were always there to give us advice and sup-
port. Therefore, it is not surprising that the modelling plat-
form became a central tool and was used in all 13 industrial
case studies.” In addition, Bob Hruska is one of the main
authors of the VVML modelling language developed in the
project, together with Dr. Wolfgang Herzner (AIT Austrian In-
stitute of Technology), Dr. José Proenca (Instituto Superior

de Engenharia do Porto ISEP) and Dr. Thomas Bauer (Fraun- Dr. Thomas Bauer

hofer IESE). This is considered one of the outstanding results Business Area Manager Automotive
of VALUSS, as it is freely accessible to all interested parties and Mobility at the Fraunhofer

and represents a milestone in the field of verification and va- Institute for Experimental Software

lidation (V&V). Engineering IESE in Kaiserslautern.

Robert Sicher, LieberLieber coordinator of this EU project:
sLike LieberLieber, many other project participants built on
experience gained in previous EU or industry projects. This
allows us to present state-of-the-art V&V methods and tools
oriented towards practical requirements and scenarios at the
end of the project. We are confident that our research will
provide European industry with tools that will guarantee op-
timal time and cost savings in the increasingly important ve-
rification and validation of security and privacy requirements
of automated systems in the future.”

@ ieberLieber 2



d valldation wih moderbused mutant ot v
i TGET
tion & Validation Modelling Linguage. a DSL for V&V
e ST
V methods and tools applicable to speatic domains. _—
i i

- With the gained competence in model based st
Snticipate Higher protud qual

ot et
=

= > .=
and Cpbeocaunty e ; 7

cenficabion qualiy and s
e VML s maling T

hrough improved =
e vl el ew Do spesh g

et Competion s et P Y R | VAL Comrnen

Dipl.-Ing. Robert Sicher - coordinator of the EU project VALU3S at LieberLieber - at a presentation in the context of the

VALU3S project.

Extensible modelling and integration platform
One of Enterprise Architect’s great strengths is its
openness: the plug-in concept allows new functi-
onalities and existing tool chains to be integrated
quickly, which was used by many partners in the
VALUS3S project. ,Enterprise Architect’s open in-
terface and plug-in concept allows us to connect
our own solutions and products. In this way, the
Enterprise Architect modelling platform additionally
becomes an integration platform for tools that we
could also usefully apply in our research and indus-
try projects,” analyses Bauer.

Enterprise Architect also makes it possible to defi-
ne domain-specific languages (DSL) in order to be
able to model even more easily in a specific field.
This possibility is very popular, and in this project,
for example, the VVML was created specifically for
modelling verification and validation (V&V) proces-
ses. With this, V&V-oriented workflows in industrial
use cases and with concrete tool chains can now
be easily visualised - with the inclusion of the V&V
workflow design approach that was also developed.
At the same time, the understanding, analysis and
improvement of these workflows is facilitated. A
separate manual explains the VVML notation, its
elements and diagram types and shows how V&V
workflows can be modelled. In addition, correspon-
ding rules and guidelines are addressed.
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As an applied research institute for software and
systems engineering, Fraunhofer IESE uses Enter-
prise Architect in many projects for the documenta
tion of solution concepts and system architectures,
especially in the areas of automotive and automati-
on technology.

VALUSS - Focus on Verification and

Validation (V&V)

As in the entire IT sector, the effort required to de-
velop security and data protection concepts is
growing considerably in automated systems. The
VALUS3S project focused on accelerating verifica-
tion and validation (V&V) throughout the develop-
ment cycle. Verification is the testing of a compo-
nent with regard to its compliance with the required
properties. Validation, carried out in the next step,
examines whether the specified usage goals are
actually met in a practical experiment. The goal of
V&YV activities is to increase product quality, reduce
consequential failure costs and, for example, avoid
expensive recall actions in order to keep warranty
costs low.

To this end, state-of-the-art V&V methods and tools
have been developed and evaluated in VALUS3S to
reduce the time and costs involved in V&V of auto-
mated systems with regard to safety, cybersecurity
and data protection requirements. ,, The complexity



in these systems increases dramatically as these systems
become more integrated and interconnected, and as they
gain more automated functions and features. As a result,
undetected errors and unintended side effects can occur,
requiring thorough V&V of these systems. Failures in highly
automated systems can result in catastrophic consequen-
ces, which must be prevented at all costs. With our project,
we ultimately want to ensure that European manufacturers
of automated systems remain competitive and maintain
their global leadership position,” Bauer describes the back-
ground and goals of VALU3S.

The results of the project are available to all interested par-
ties in various formats such as scientific publications, online
tutorials and automated tool chains and will also be further
developed in follow-up projects.

FERAL - the Simulation and Validation
Framework from Fraunhofer IESE

In the context of the VALU3S project, Thomas Bauer
worked with his colleagues on automated solutions for
the virtual validation of complex systems and on the
extension of the integration and validation framework
FERAL developed by Fraunhofer IESE. With its different
modules, FERAL also enables complex, heterogeneous
scenarios to be integrated into a test scenario and to
specifically check quality properties in a protected virtu-
al space with the help of digital twins.

FERAL allows the flexible coupling of different simula-
tors and simulation models, the integration and develop-
ment of virtual network components and the execution
of fault injection tests at network level. This enables the
construction of virtual prototypes that replace real pro-
totypes by means of simulation and evaluate the quality
and impact of new architectural concepts on the overall
system in a cost-effective manner.

Learn more about

Exhibition of the V&V UseCases at a meeting in

Porto
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https://www.iese.fraunhofer.de/de/leistungen/digitaler-zwilling/FERAL.html

ABOUT FRAUNHOFER IESE

For more than 25 years, the Fraunhofer Institute for Experimental Software Engineering IESE in
Kaiserslautern has been one of the leading research institutions in the field of software and systems
engineering as well as innovation engineering. With its applied research, the institute develops inno-
vative solutions for designing reliable Digital Ecosystems and thus accelerates economic and societal
success for its customers.

Fraunhofer IESE provides support in overcoming challenges in diverse application areas, with special
competencies in ,Automotive & Mobility“, ,,Production®, ,Digital Business®, ,Smart City & Smart Regi-

on*, ,Defense”, as well as ,Agriculture & Food“ and ,,Digital Healthcare®. In more than 2,000 customer
projects, the institute has transferred cutting-edge research into sustainable business practices and
innovative products, with a current focus on the topics ,,Digital Ecosystems*”, ,Dependable Al“, ,Digital
Twin / Virtual Engineering®, and ,,System Modernization®.

Fraunhofer IESE is one of 76 institutes and facilities of the Fraunhofer-Gesellschaft. Together, they play
a major role in shaping applied research in Europe and worldwide and contribute to Germany‘s inter-
national competitiveness.

More information: www.iese.fraunhofer.de

ABOUT LIEBERLIEBER SOFTWARE

We are a software engineering company. The know-how of our employees lies in model-based soft-
ware and system design based on tools such as Enterprise Architect from Sparx Systems.

Our customers are companies that place particular importance on the quality of their software and
systems development. They wish to maintain a constant overview of their complex development
scenarios while ensuring that security-relevant requirements are clearly represented in models.

For this task we provide our own special tools, such as LemonTree and Embedded Engineer. In ad-
dition, we offer a range of useful tool integration services to help make our customers‘ development
processes more productive.

LieberLieber is a business unit of Lieber.Group.

More information: www.lieberlieber.com

LieberLieber Software GmbH
Handelskai 340, Top 5, 1020 Vienna, Austria
+43 662 90600 2017, welcome@lieberlieber.com, www.lieberlieber.com
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